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A LITTLE HISTORY

The Sikh Welfare Awareness Team was launched in 2009 with the aim to help enhance the

life of young people through the provision of recreational and leisure time activities. We offer

a unique blend of planned activities and sports which give young people the opportunity to

develop their personal and social skills and empower them to participate in society as mature
and responsible individuals.

Since the launch of our Youth Service our key area of work has been with our youth clubs.

Our first youth club was launched in Southall with the aim of providing a safe environment for

young people to interact, break down barriers, meet new people and get involved in fun and

educational activities and events. The service was so successful in Southall that we over the
years we have expanded in other areas of London and Leicester.

DIGITAL SAFETY

As more APPs are readily available we have produced this information booklet that highlight
the most common apps young people use the dangers and how to monitor and protect your
child on social media.
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WE NEED YOUR HELP!
MAKE A DONATION TODAY! SCAN GR TO MAKE

Every donation we receive helps us sustain our projects. Every call we
answer, every referral we take, every workshop or session we conduct
helps protect children today and prevent abuse from happening
tomorrow.

We cannot run our projects or sustain them without your continuing
support - whether volunteering for us or making a regular donation.
Your efforts could help safeguard a vulnerable child and give them a
brighter future.

Donate Online Visit: www.sikhwelfare.co.uk/donate
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How to Set up

PARENTALCONTROLS

National to limit age-inappropriate

oins,  CONTENT ., ?
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The settings on an Android device allow you to prescribe certain rules for when your child is using it. For example, you can block specific types

of content to reduce the risk af}:ﬂm child being exposed to age-inappropriate material (music with explicit lyrics, for instance, and games, TV

shows or movies that are unsuitable for young people). There are two ways to access parental controls on an Android phone: through =]
Play or via the Google Family Link app. You can also lock your changes behind a PIN, so your child (or anyone else) can't change them bac

C o

(— Parental Controls

Set up parental controls
with Google Family Link

@ ©On your phone, install Google
| Family Link for Parents

G Tap Open and review the ‘
information -

Allow Up To:

o Everyone

Everyone 10+

I Kumail@MNOos @

Manage Settings

Tap Get Started "‘““"““";]

o Tap Next to set up your GNE“J

child's device

Locatien - Updated 3 min age

Mature 17+ On your child’s phone,

download Google Family Link
for Children & Teens and enter
the Family Link setup code
provided

Adults Onby 18+

Allew all, including unrated

E3
/

Set up parental controls
with Google Play

G? Open the Play Store app

ST

On your phone, open the
Family Link app

X

Tapyourchild'sname [ lcind

Tap Manage Settings @

Tap Controls on Google Play ﬁ

Tap the content you would like
to restrict .

J

@ Tap Menu (represented by é

three horizontal lines)

—B0)—6) F@F@#‘*@f_@f—' @)

|
@ Tap Settings a‘-" ] ggca::: how to filter or restrict o
e .
Tap Parental Controls @j ® x
Enable Parental Controls @

Create Pin 0 ]

(B4
Tap the content you would like v @
to restrict @ .

—_O-0-0.0-6,

" 5

&/

Choose how to filter or restrict
access =
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PARENTAL CONTROLS
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How to Set up

iPhone

The parental controls on iPhones allow you to block or restrict certain apps, features, content, downloads, or
purchases. Setting limitations on content ratings, Siri and web searches enables rmtu!lltﬂruut age-inappropriate
content and vastly reduce the likelihood of your children being exposed to unsuitable material and information.

< Contentand Privacy Restrictions

@

Content & IF‘I'MI‘.‘:.I' Restrictions

Tures & App Store Furchoses
Allowad Appes

Content Restrictions

PRIVACY

Location Services
Contocts
Calendars
Remindears

Phaitoes

Shore My Location
Bluetooth
Microphone
Speech Recognition

Achertizing

@ Set up content
rating restrictions
Content filters keep your child from viewing
unsuitable material. They block apps, films and

TV shows with specific age ratings, and music
and podcasts with explicit content.

GP Open Settings ﬁ]

@ Tap Screen Time 'g ]

@ Enable Content & Privacy
Restrictions

I
CP Tap Content Restrictions \‘]

5 7
Choose the Settings for each
feature you which to restrict

20 =
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WER CONTENT
Unrestricted ACCess

Lirmit Aclult Websites

Alowed Websites Only

Lirril cacoess R0 rrany adult wobsites outomaticaly,
Spacific allcwed ond netkctid webstes can be
aachchicd balow,

ALWRYS ALLOW:

Add Website

HEVER ALLOW:

Add Website

:..r‘a,\;- &lu
o0 web restrﬂtions
Website content filters restrict age-inappropriate

content on Sofari. You can also blacklist certain
websites or allow access only to approved sites.

Q Open Settings a;

P—
- &
Tap Screen Time
Y
3 Tap Content & Privacy ]
Restrictions E )
-

GP Tap Content Restrictions  §

(‘."? Tap Web Content ]

S Choose between Unrestricted 1
Access, Limit Adult Websites 'E-ﬁﬂ
and Allowed WebsitesOnly ‘ww

7) choose which websites you A
wish to allow/block ==

0

3? —

ALLOW:
N Explicit Language
‘Web Search Content

| “Mﬁwmhwﬁ:mw&tmmrg
Il and Twitter
|

Set up Siri web
search restrictions

You can screen out explicit languoge to
avoid Siri displaying inappropriate results.
You could also disable Siri entirely, so your

child can‘t use it to search the web.

GP Open Settings m
r-u
@ Tap Screen Time ?f ~ ]

@ Tap Content & Privacy

| Restrictions !
G? Tap Content Restrictions \“J
@ Scroll Down to Siri ()
{ Scro to )
Choose to block either or both

Web Search Content and o x
Explicit Language T

[ B
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Online Grooming is when someone befriends and builds an emotional relationship with a child and

communicates with them through the intemet with the intent to commit a sexual offence. This type

of victimisation can take place across any platform; from social media and messaging apps to online
gaming and live strearming. Often it involves young people being tricked, forced or pressured into

doing something they wouldn’t nermally do (coercion) and often the groomers goal is to meet the
victim in a controlled setting to sexually or physically abuse them. In some cases children may be
abducted or have long-lasting psychological damage.

What parents need to know about

ONLINE
GROOMING

CHILDREN ARE MOST VULNERABLE LIVESTREAMING CONCERNS

Unsurprisingly children are often most at risk as Predators may use live video to target children in real-time
thery are sasy o target and unlikely to question using tricks, danes or built-in gifts to manipulate them.
the person who is engaging in conversation with Grooming often takes the form of a game where
theem. Groomers willl use psychological tricks and children receive Tikes" or even money for

mithads to try and salate them from their performing sexual acts. Social media

famillies and friends and will often chooss to target channels, such as YouTube, Facebook,

maore vulnerabla children who may be sasier to Instagram and Snapchat, all have live

manipulate. Predators will stalk apps and websites streaming capabilities, but there ane

that are popular with young people and will use a many apps which children can use to

‘seattergun’ to find victima, contacting live stream, including Omegle.

hundneds online to increase their chances of Live.me, BIGO Live, YouNow and

SLICCRSS, ANy Frode

FROM OPENTO CLOSED MESSAGING

Onling predators may contact their victims using any numiber
of ways including social media, forums, chat reomds, gaming
communithes or live streaming apps. Sometimes there Is little
need to develop a friendship /rapport stage! as the victim has
already shared personal information online and is
communicating openly with others. Children may also be
prepared to add other online users they don't know 5o well to
n ‘online credibility” through increasing their friends list.

edators will often selze this opportunity to slowly bulld a
relationship and then move thelr conversation with the child
to & mone secure and private area, such as through direct
massaging.

The internat has mada the ability to interact
with stramgers online sasy. Many sites and
apps are reliant on individual users entering
their own information when signing up.
However individuals can remain anonymous if

choose to enter inacourate information

many online predator cases ane dua to
groomaerns using impersonation techniques.
However, often the greater threat comes from
adults who ‘hide in plain sight; choosing to
bedriend young children without hiding their
real identity.

EMOTIONAL ATTACHMENTS

Online predators will use emative
language and aim bo form cose,
trusted bonds with thelr victims
through showering them with
compliments and making them feel
good about themsehwes. Often victims
willl refer to them as their boyfriends”
or'girlfriends’and it can be difficult to
convince some young people that
they have been groomed, often
leading to lasting psychological

effects.

Uniortunately, most children find the
‘grooming’ process (before any
meeting) an enjoyable cne as the
predator will compliment, encourage,
and flatter them to gain their trust,
friendship and curiosity ='a wolf in
shisep's ing’ soenario, This often
means children fall to disclose of report
what Is happening. If the groomer is
also previowsly known to the child,
theeir family and their friends, then this
can make detection even harder.

National

Online |
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IT'SGOODTOTALK ‘

[e_—

MONITOR SOCIAL MEDIA &

CHECK PRIVACY SETTINGS

LIVE-STREAMING USE

It's unlikely that you can stop your child using the
intermel, noe can you constantly monitor thelr online
activities, but you can talk to your child on a regular
basis about what they do online. By talking openly with
them about online relationships, they can quickly
ascertain the kind of behaviour which is appropriate or
inappropriate. Ak them whether they have any online
frierds or If they play online gamses with people they
haven't met. This could then open up comversations
about the subject of grooming.

e -
STICK TO‘'TRUE FRIENDS’ V

Make it clear to your child that they should not accept friend
requests from people they don't know and to verify friend requests
with people who they da know. Encourage them to cnly interact
and engage with ‘true friends'Le. those friends who don't ask
personal questions such as dose farmily and Iriends. Rermind them
1o never agres: fo chat privately with a stranger o someone they
don't really know and to never divulge personal information, such
as mobile phone numbars, addresses, passwords of the nams of
their schoal.

In arder bo give your Chilld a safer online experience it B
Imipnetant to check privacy seitings or parental oondrols
on the networks, devices, apps. and websites they use.

Safety Tips for Parents & Carers

lacation-sharing apps to check where your child is,

remermber that these could always be used by strangers
ta follow your child without their knowledge. Ensure =
that you check options so that lecation information is
never shared with anyone except thase they have
permission to share with.

E DISCUSS HEALTHY RELATIONSHIPS i

Talk to your child about what a healthy relaticnship looks like
: and how to detect someone who might not be who they
claim to be. Explain that groomers will pay your child

compliments and engage in conversations about personal

infermation, such as hobbies and relationships. They may
admire how well they play an anline game or haw they look
In a photo, Groomers will also try and ksolate a child from
pecple close to them, such as parents and friends, In crder to
make their relationship feel special and unigue.

Meet our expert

Jonathan Taylor is an online safety expert and former
Covert Intemet Imvestigator for the Metropolitan
Palice. He Is a spedialist In online grooming and
exploitation and has worked extensively with both
UK and international schocls in delivering training
and guidance around the latest online dangers, social
media apps and platforms.

= Secretive anline behaviour.

= Late night internet or smartphone usage.

= Meeting new friends in unusual places.

= Becoming clingy, develop skeeping or eating
problems or even bedwetting.

It's Important to be aware of what your child |5 sharing on
social media and with whom. Create your own profile
and becoma “friends” with them or follow them so that
you can monitor their activity. Similarly, absays check on
them il they are Bve streaming and implement privacy
controls, Choose a generlc screen name and profile
phcture that hides their identity. You may also feel more
comfortable being present sach time they live stream.

BE SUPPORTIVE

Show your child that you will support
them and make sure they understand
they can come to you with any
concerns they may have. They need to
Enow they can talk to you il someone
does something they ane
uncomifortable with, whether that i
nappropriate comments, images,
requests or sexual comments.

re

LOOK OUT FOR WARNING SIGNS

Child salety expgerts have identibed key grooming patterns and advise parents 1o baok out for:

« Lack ofinterest in extra-curricular activities.
+ Hawing new ibems, such as clathes or
phones, unexplainably,
« Seem withdrawn, anxious, depressed or aggressive
+ Hawing older boyfriends or girlfiends

WWWW.SIKHWELFARE.CO.UK




% J Nhat schools n;uJ to . ».LIJJ about

Thiere are three key azpects of bullying behaviour, namely that it is
repatitive, negative and intentional, These behaviours apply bath
offline and online, Cyberbullying can almast helghten these
bohaviowrs, particularly with access to the internaet avallable 2477
and the different ways in which those displaying bullying behaviour
onling can targat others, The fact that they can also easily hidae thelr
kdentity online can make cyberbullying much more difficult to stop,

Cyberbullylng can take place over any device connected to the Intermet
which allows for two-way communication, This includes makile phonas,
tablets, computers and even games consoles as it becomes more and
mare comman for players te chat to other players whilst playing online,
From a snapshot of 1,400 students surveyed by the Diana Award in
2008, 33% of young peeple admitted ta have axperienced bullying on
soclal media, 17% via text message and 12% whilst online gaming.

Cybarbullying can affect anyone, at any tima, at any place. The impacts
of cybarbaullying can ba long-lasting and leave people fealing scared,
arudous and lonely. Some of the more obwvicus signs that those
expariencing bullying behaviour might show include welght loss,
crying, mood changes, depression and regularly avolding school. Other
symptoms, which might ba le<s abvious to spot and would be difficult
to pick up on in lselation, may Indude changes in body language like
hunched shoulders, walking slower or an inability to make eye-contact.
In extreme cases, those experiencing bullying behaviour may have
unaxplained marks or scars which could be evidence of seif-harm.

Thiere Is never any justification for cyberbullying and those who display bullying
behaviour need to be held to account for thelr actions. Nonetheless, If can useful to
try and understand soma of the factors that may lead young people Into bullying
behaviour. For example, family ksues, personal difficulties and a lack of positive
reinforcement may push some young chikdren Into bullying others as a form of
coping mechanism. Similarly, those exhibiting bullying behaviour may blama thair
targats for provoking thelr behaviour in the first place or engage in bullying
behavicur as a call for attention If they lack soclal skills or understanding. Others may
wlaw thelr position as dominant which makas themsetves less vulnerable to being
baullied or they replicate behaviour they have experienced themselves in the past.

TAKE A WHOLE
SCHOOL APPROACH

BUILD CONFIDENCE IN
DEALING WITH INCIDENTS

USE CHILDREN AND YOUNG
PEOPLE AS A RESOURCE

In taking a whole approach o I This can be achieved by having Ensure you understand what is

towanrds cyberbullying, schools i 3 chear knowledge of what Influsncing the behaviour of young =

can culthvate a culture that relies constitutes bullying behaviour, people in your community. if e r
—

on positivity and behaviour that is
emulated by ALL membeers of the
school community incheding stalf,
Support stafl senlor leaders,

having clear sanctions and
ocowrses of action and continually
updating your knowledge of
Lalety procedures reganrding

schools know what their students
ane engaging with. it can be easher

governors and parents and carers. online and offline incidents.

—
to develop and implement relevant
and effective tactics | strategies to q
counter cyberbullying issues. 18

ENSURE ALL STAFF KNOW THEIR ROLES
AND RESPONSIBILITIES

All stalf have a role to play in educating and supporting children who

are affected by cyberbullying. not just those responsible for

safeguarding or online safety. Regular training, continuous professional L .

development and clear school policies can help to empower statf in -
effectively managing any cyberbullying lssues and In providing a unfed ’F_._,l-"
staff front en zero tokerance to all bullying behaviour. -

UNDERSTAND THE .J f § A
CAUSES OF BULLYING P ._

As previously mentioned, sometimes thosewho are behind the bullying are in nm.-d nr
support just as much as those who being targeted. In better understanding the cause
of the Baue, school can better position themaebies to tackle the problem and alio
adequately support both those displaying and experiencing the bullying behaviouwr.
Taking a proactive approach means that schools can gear thermdelves 1o tackhe lssues
specific to their school environment, rather than treating each case the sama.

o » . r -

pr—— e

-

Ask For Help

For further support, advice or guidance to
support you students at school, or to sign
up to our FREE Anti-Bullying Ambassadors
training events, head to
www.antibullyingpro.com
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What are they?

2 ‘Friends& =
Followers’

/" Whaot makes social media actually ‘social’ ™
are the connections users make with other
users on the platforms. Every social
networking site handles these connections
differently, calling them ‘connections’,
‘friends” and ‘followers’, amongst others.
Having friends and followers is how we find
outwhat other pecple say and do. Your
friends and followers are much maore likely to
sea your online content than those outside of
your network, which is why it's important to
be mindful of who you connect with and what
you share, On some platforms, if two
accounts follow each other, this may allow
additional communication channels such as

o private messaging. £

Ellie-May
(am)

- ers
- 28 Follow

What you need to know about...

FRIENDS &
FOLLOWERS

Check privacy seltings

Flatforms such os Focebook allow users to modify
thair privacy settings, which means people who are
net friends can't see all yeur prafile infarmation. It's
alzo poasible to hide this infermation for some or all
of your connections. Always make sure your child's

accounts are set to private.

Talk about strangers

Make sure children understand that they should
only connect with people that they know or can
completely trust. They should be wory of anyone
messoging them lrl.rqutmﬂ{wm they don't know
i redl Be or Bove never Sp0 e ba urvuttl.nalll,- SO0
online. Catfish will stick to text-based messoging
only, to keap thelr entity secret.

Delete old connections &y

Childrén shauld b mindiul that m'nr',-'lhinﬁ thu',-

share will rnnb-ahly exist enline forever and that they
3hm.|ldl|:'t share anything that gives too much
informiation away. Every now and again, they should
dalete old connections that they no Ion4_:'|_|er spend
time with. Old accounts can eoasily be hacked,
axposing personal information to strangers

800000000000 0GRDOGIRDOIGRIRROG Il.'
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Our Expert |/ ¢
Emma Davis \}_/

Emma Davs & a odber security expertand
forrner ICT teacher. She delvers cyber
awareness training to ordanisations
nationally and has extensive knowledde
and experience of managing how children
access services and apps online.
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( Location tmckigfq has always beena
fundamental part of the way mobile phones
work, the most basic elerment of which is the
ability to trionguilate o device's in
relation to a maobile network's radio masts. As
smartphones became lar, Global
Positioning System (GPS), Wireless
networking (Wi-Fi), and Blustooth Low Energy
(BLE) technologies complemented this, any
one or combination of which can now feed
highly accurate location data via any app on

R that device. '
q

=P

b
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=
f Non-consensual monitoring Vo

Inthe UK, data protoction laws require that access = Whilst lacation tracking has many benefits, a 1
taag:rmns personal data (including their number of apps have recently emerged that allow
loeation) is based on consent. In principle, the location data to be sent to third parties. This
some protection et to children even when inevitably raises the riﬂkuflnuu’dmlmcldrﬂ)\:u
rents use locotion trocking to keep tabs on apps being used, without consent, to keep tabs on
someone's whereabouts,

t although this is o grey arca for under-185,

¥

' Frequently visited locations

- aswell as being builtinto Google's Androld and Al't.lmﬂmdmoblla:rum systems s to
Appla’s oS are, location sharing is oftena documant location history, hcan i
feature of popular apps, for example Snapchat’ soemecne with access to all past lecations a child
Snop Maps, specifically designed to appeal o miay have visited since location permission was
children, or WhotsApn Live Location, These usually granted. with access to a child's phone

require the user to tumn the featureon. could sh where they go and when an build
upa pattemn of where they are likely to be at any

particular time of the day.
. #l

Stalking apps !

Although location tracking is associated with GPS, Mlhtﬂmauppmmnfmnllla?l,guﬂmﬂrﬁ
in urban areas Wi-Fiis mare impartant. Tech evidence for prosecutions can be difficult. Stalking
= nreshwcbulnughﬁplyu-:cwmencmm apps are designed to monitor someone’s
of the location of Wi-H netwarks in towns and st communication and location without
cities, As a smnartphone moves within range of thizir or consent and could be used as
these networks, it's possible to accurately part of harassment or stalking octivity.
colculate thot device's [ocation.

N

Saretyilips

Disable when not in use

navigation. It may be better to explore which apps ore using
location and in what ways and that people
hm'uﬂmu-m P ol | John E Dunn & a hugel accomplished

cybersecurity expert who has edited
and written for numerous computer
and technology magazines since the
early 1990s. most recenthy Which
Computing, The Redister,
Computerworld and Naked Security.
He s the co-founder of Techworld and
has Featured on BEC TV/radio as well as

Talk C a
about th law and obout what they con ond con't do to CEC Canada.
others and that monitoring someone else’s location
without their consent is o huge invasion of their privacy.
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Disguised Deceptions d

Some scam emaills can appear to be from
companies that you know and use. For eaam
could receive an authentic-looking ema
advizing of a problem with your account or
payment method. instead of reacting to the
emuail and disclosing personal information like
bank details, it's wise to call the com
directly on o trusted number to confirm if there
actually are any account lssues.

Identity Theft

Ancther significant risk is falling victim to
identity theft. if o scammer manages to acquira
your usemames and passwords, they would
then have acoess to your online accounts — and
they could effectively pretend to be you. This

| lcould have a massive negative impact if
changes wera made to your occounts, for
instance, or the scammer communicated with
your contacts while posing os you.

Niruses and Malware

A particularly devasting hazard with scam
arpr:ih Is that some I:I:g:. when clicked on, could
result in dangerous viruses or mahware belng
downloaded onto your devices. This could
enable scammers to harvest valuable
information without your consent (and
sometimes even without your knowledge) or
prevent you from aoccessing the device
altogether, making it unusable.

'SCAMS &

Email scams are when you receive a mail from someone purporting to be a genuine person or company, but is actually an online fraudster trying to
trick you into disclosing personal information. This is often referred to as ‘phishing’. Normally, people click on the links in an email assuming that they
will be directed to a trustworthy website
to capture your personal information,

but fake sites, closely resembling the real thing, are increasingly being set up by cyber criminals specifically
which could in turn jeopardise your financial, emotional and possibly even physical wellbeing.

S
Financial Damage

One of the primary consequences for victims of
anemail scam is the financial cost. If you do

| click on a scam email and disclose any personal

information, it can then be used to take money
from accounts belonging to you and your
family. Depending on exactly what information
the criminals obbain, this could resultin
significant and far-reaching financiol losses
and personal stress.

Hijacked Accounts

A scommer with access to your accounts could
- onca they'ne logged in as you - deny you
entry. If they were to change the password, it
would = in most cases = ot allow you any
further access. Even for accounts with litthe or no
financiol value attached, this could be hugely
inconvenient: you could permanently lose data
and files that you hod invested a considerable
amount of time in.

Personal Safety

Another donger of scam emails ks that, in extreme
cases, they could ultimately lead to a threat to
your physical wellbeing. f somecne is
demanding to meat with you and has accessed
your personal information (your oddress, for
ecample), they could atternpt to confront you in
person - which is of course exc by
dangerous. Losing control of sensitive information
could put you in a vulnerable position.

Protect Personal Details @

Never input any personal infermation into websites that | If you are unfomilior with the sender, it's safest to simply Pay close attention to any spelling mistakes o

you ane unfamiliar with. If you were redirected onto a nat Dpen an eamail, When an email makes YOU Wary, rrark gn:lrr.rnl:ﬁil:l:ﬂ1:rr|:hr::.!w1|:|n'§I SCOM &mails coan b '.'.p-uth,.-d thiis
certain poge by clicking a link in an email, entering your it as junik (to reduce the chance of any recurring isses) wiary, @5 thiry often tend to contain these types of mistokes,
Pﬂfﬁal}ﬁ]detﬂllgcﬂulﬂ tmngiwamYmurlma1im or and then delete it. Awareness of pamhing I the primary rﬁﬂk&g-l.ln’."w.ll‘thlld knows that if [M','dﬂipﬂ[ this sort of

tell-tale error and is not sure who the email came from, itsa
good idea to either delete the amail or report it to a trusted
emails, they ara far less likely to fall pray to them in future, adult bo provent ony possible future harm,

other key information to the scammer. This could then mithod of defence against malicious emails. Once

put you in physical donger os the cyber criminals would somecne knows how to identify and deal with scom
kmow axoctly whera to find and approach you,

If you or your child wish to visit a po rticulor website, it's salest 1o avaid :Iic."cing o a limk in I YOu or your child gver S00 any files as attachments on emails that you are uncertain
an email to toke you thene, Insteod, find the site through your Search engine or manually about, do not download them or even click on theme this could result in your systems
Ty pe the oddress into your browser. This Eignﬂil'."ﬂﬁtl',' reduces the ng-ibillt',' of bl’."l.l"lg b&ll'lg infiltrated. I your devices at home do not ﬂln’l‘l’.ld':llI Mave anti-virus softwane, you
redirected to a bogus website where fraudsters could capture your parsonal information should install sorme and ensure it is regularly updated. This will help you to detect and
after you enter it. remawve any dangerous files as soon os possible,

L e an mmm— -
— &1 L (dkiond

Formed in 2016, Kryptokioud provides cyber security and resllience solutions to
its customers. With offices in the UK, the company offers managed service
{.i:r-rn'.ian-:ll [:-(::k(1n:_:lnﬂi|1cl.|(ii|1i| cylser security m nnitn".'nn:_] ool |1"'-1"..-"||:_'|_ risk
audit, thireat ir|||'IIi-:_:l-::'1|:-: and incident response.

i
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Facebook Messenger is a communication and chat application which is part of the wider Facebook platform
and has been a standalone app on mobile devices since 2071, Through Messenger, users can exchange
messages and send photos, videos, stickers, gifs, audio files and play games. It allows both one-to-ene

converiations and group chats, has a ‘stories’ feature and provides the ability to set up a video call session

with up to 50 people at a time through its latest update, Messenger Rooms. That's why we've created this
guide to help parents and carers understand exactly what Facebook Messenger is all about.

ADDICTIVE NATURE 2 REQUESTS FROM STRANGERS " ll SECRET CONVERSATIONS

Whereas Messenger is integrated inta Messenger cannot work without creating a Facebook Massenger has a function called *Secret

Facebook itself on a desktop or laptop, it is a account first, From here, if your child sets their profile to Conversations’ which means that your child

separate app on mobile phones. It is similar in public, there is a chance that children may receive message can have encrypted end-to-end

rnany ways to other messaging platforms - requests from people they don't know. There have been conversations with another user. Unlike

with the added bonus of being able to upload reparts af online grooming on Facebook and some me regular chat on M&u.erérdzr,these Messages can

stories, make live video calls and have group chats, beyond use fake profiles to reach out to children they don't to c:'ﬁy be viewed on the device being used and are not

Just standard text messaging. All of this can encourage try and encourage them to engage in conversation. transferred to amywhere else where Messenger is logged in.
children to spend more time on the app and on their phone, Messages can also be set to delete after a time, although
contributing towards increased levels of screen time. screenshots can still be taken. This means your child could

OVERSHARING ’ Kokt tahe aclvarrtacge of hewm Bk R et R
LIVE STREAMING RISKS PERSONAL INFORMATION "l@ e e T X AR

= £ ; Messenger can be an easy way for children to

Through its latest feature, Messenger Reoms, Facebook avershare personal or sensitive information with
i o Tl IS T TARGETED ADS & DATA SCRAPING

= - - it 1 oy access ir photo . links ;
Messenger, this latest addition pushes the Tive streamin :;:tf": :fﬂ‘;f,l,lﬁ?:ﬁ‘;:ﬁf&ﬂgﬁ‘m&"ﬂﬂﬂ; Facebook uses algorithms to understand how users interact
element of the app, which is alse linked to WhatsApp a can potentially share their private photos, videas, mobile with thelr platform and also what they're interested in.
Instagram, and doesn't necessarily require a Messenger number and even thelr current location with others. Messenger is not immune to this, and data shared - even
account. This can heighten the risk factors around between your child’s friends - can be used to target children
privacy, security and being exposed to explicit or with advertisements around topics such as

inappropriate content from other users with little, to no, ; . b  celebrities rmiethi
s e CYBERBULLYING RISKS Il # BuLiy J [ bl ien ot baabostrtuh i

ike many other social media Orms or messaging apps,
Like h ial medi i i
- Messenger can be an avenue for cyberbullies or trolls to
National target children through enline abuse or sending nasty
= rivate messages. This might be in the shape of harassment
on I Tal= rom others or being purposely excluded from or targeted in

Safetyﬁ group chats.

HWakeUpWednesday SaFEtH TlpS for Parents & Carers e

INAPPROPRIATE KEEP YOUR PROFILE & f,! HAR ?‘ﬂ EIR
- CC D D

OUF E i STORIES PRIVATE MESSENGER ACCC
If your child experiences anything You can satup your child's profile on Seme parents insist on checking
negative on Messenger or is sent Facebook so that only friends can contact * thiir children's messa s:\egularlﬁ,
content from someone which makes them, Similarly, on Messenger, parents can * * to see who they are talking to, rather
them feel uncomfortable, they should speak make their child's ‘stories’ feature only * than what they're talking about. This
to you about it and report it directly to visible to their friends list. Not adding a can seem intrusive, but when
Facebook. Users can also be blocked from phone number also means that your child approached in a sensible,
messaging your child further and if your child can't be found by searching for thelr personal number. collaborative way, it can help you to
doesn’t want to display to others that they are This helps to keep their account more secure and less ke an eye on who your child is
online, they can switch off their active status from likely to be found by people they don't know. communicating with and help to
the settings. reduce the chances of misuse,
DISCUSS LIVE STREAMING RISKS L EXPLAIN THE DANGERS 4
Speak to your child about how to use video calls Give examples of how Messenger has been used by other .
safely and securely. Make sure that when setting users pretending to be someone else to get information that ]
up video calls on Messenger Rooms, invites are G they may do harm with, Tell your children that whilst
only sent to friends and family that your child Messenger is a great way for people to communicate and -

hawe fun, not everyone is who they dalm to be and that they
shouldn't accept messages from people they don't know and
showldn't share any private information, such as pictures,

knows and enly allow people into the room’who
they trust. Discuss how they should behave and
that they should act responsibly during a live

stream, even if it is with people they know, .

Meet our expert

videas or their location, with strangers.
Alex Wright is a former Facebook employee and
social media expert with over 15 years’

experience working in digital media. He has | bt 4] ;
worked with some of the biggest organisations ! ] I

in the world and has a wealth of knowledge in

understanding how social media platforms work
and how they engage their audience.

SOAIRCES: hitpa: e dacsbook comihelpmeserager-app! ﬁ
hitpu wmw.andeldoentral com how-make-Licsbook - messrger- sroune - pounibie
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What Parents & Carers Need to Know About” ¢

WHATSAPP

in L.IK & EL;
12+ rest of
world.

WhatsApp is the world's most popular messaging service, with around two billion users exchanging texts, photos, videos and documents,
and making voice and video calls. The app offers end-to-end encryption, meaning messages can only be read by the sender and the
recipient(s). Not even WhatsApp can read them. Updates to its privacy policy in 2021 reportedly caused millions of users to leave the app.

But the new policy was widely misinterpreted: it only related to WhatsApp's business features, not to personal messages.

‘Prize’ Scams

m occasionally receive messages from
third parties or froudsters pretending to
offer prizes = encoul rndﬂnmtu:l‘ld:uﬂtuﬁn
W bscription ﬁh':‘hg ke
WhatsApp su I‘mrmoutu to dupe them
into disclosing details. Other scoms include
amessoge toeam a gift or reward.

lom.lm y been linked to I'ﬂﬂ.
Wﬂm prm Mm“‘ll
some outbreoks of mob violence were
false

circul haznardous theories and speculation in the
earty weeks of the Covid-19 pandemic.

Connections with Strangers

Tom-tummnppmmym M}dﬂnmohltmﬂrol‘
the pergon you waont to message also need to have
the opp). Whatsapp hat mubuunﬁgrrﬁnnddmbnukm
m‘ldwimnml ise which of their contacts
uu.u'u!ﬂmtllpp.ﬂynud'idhnlymﬂﬂrnmhlim
to sarnebody they don't know, that person could then use
it to get in touch via WhatsApp.

Advisge your child not te engage with any message that leoks suspicious of too good
to be true. When your child receives a message from an unknown number for the
first time, they will be given the option to report that number as spam. They can also
repaort a contoct or a group os spam by tapping on the contoct or group namea to
opan their profile and scrolling down to ‘report spam’.

Create a Safe Profile . J

Even though somaone would need your child’s phone number to add them as a contact,
5 an extra precaution it's worth altering your young one’s profile settings to restrict who
can see their photo and status. The options are ‘everyone’, ‘my contocts’ and ‘nobody.’
Choosing one of the latter two ensures their profile is protected.

Use Location Features Sparingly 0

If your child needs to use Tive location” to show you or their friends where they are,
advise them to share their location only for as long as they need to. WhatsApp gives
‘live location’ options of 15 minutes, one hour or elght hours. However, your child can
manually choose to stop sharing their position at any time.

SANER
.

Disappearfng Messa ges

With " USers can send theat

vanish from

erazes photos and

viewed. These files can't be soved or forwarded on, rmkrng

menitering what children are discuss| pmhhrr-nﬁ:

ﬂiﬁthMIwgromomm btrlporhdmwrmigp bﬂ
. can 3

however: ensure your child knows how to do this.

potentiol for someons's fieel

comment or joke. The “only admins’ feature

@dmin(s) of a group control over who can send messages.
con, for example, block people from posting ina chat,

which could make a child feel excluded and upset.

Live Location Sharing

The Tive location’ feature lets users share their current
whereabouts, allowing friends to see their movements.
describes itasa® and secure way to let
people know where you are.” Indeed, it iz a useful methed
for a child to let loved ones know they are safe. But if your
child is in o chat with people they don't know, it means thay
will be exposing their location to them, too.

< Advice fo \Parents & Carers

Repart Potential Scams Explain about Blocking

I your child receives spom or offensive messoges, calls or files from o contact, th-w_r
should block them. Communication from a blocked contact won't show up on their
device and stays undelivered. Blecking someone does not remove them from your
child's contoct list = they would also need to be deleted from the device's oddress
book. The option to block someaone is on their contact info screen.

Leave a Group

I your child is part of o group chat that makes them feel uncomfortable, or has
been added to a group that they no bﬂgﬂr want to be part of, show them how
to use the group's settln%s toleave. if someone exits a group, the admin can
add them back in ol thay leave a second time, it is permanant.

Delete Accidental Messages

I your child hos posted a mua?a in the wrong chat or sent a message that they
immediately regrat, they con delete it. Tap and hold on the message, choose ‘delete’ and
then ‘delete for everyone. WhatsApp allows seven minutes to delete a message after it's
sant - but it"s important to remembaer that recipients may hove seen {W taken a
screenshot of) @ message before it was deleted,

Fact-Check Messages |

You can now fact-check messages that have been forwarded at least five times in WhatsApp, by double-topping the magnifying glass icon to the right of the message. From there, your
child can launch a Google search and decide for themselves whether the message was accurate or not. It's a good way to encourage young pecple to question things they see online.

O]
Meet Our Expert

edia expert and digital med

Kaur is a social m

Clicks: aweb resource that helps parents anc v in a digital workd
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What parents need to know about

INSTAGRAM

fnsta? ram is a hugely popular social networking app with over 1 billion users worldwide, The app, which is
accessible on 105 and Androld devices, allows users to upload images and videos to their feed, create interactive
‘storles; exchange private messages or search, explore and follow other accounts they like. Images and videos can
be transformed with an array of filters to edit the shot before sharing and anyone with an account can see others'
online ‘galleries’ if their account is not private. To make posts easier to find, users can include searchable hashtags
and captions to their uploads, That's why we've created this guide to help parents and carers understand exactly

what Instagram s about.
IMPACT ONWELLBEING g 02 EXPOSING LOCATION = *
O C:} Public locations can be added to a user's photos/videos

In a report by the RSFH, Instagram was ranked the
warst for young people’s mental health. Using filters on and also to their stories. While this may seem like a good
idea at the time, it can expose the lecation of your child.

photos on Instﬂqmﬂ can set unrealistic expectations

Q

©
HOOKED ON SCROLLING

Many social media platforms, Instagram included, have been

dahgrnedlnawymteepuse unlheml‘orashnga
sible. Behavioural economist, Nir Eyal, calls this the ‘Hook

Model' and the Instagram feed is.a great examiphe of this. and create feelings of inadequacy. Children may strive This is rarl icularly more of a risk if it is on their story, as it
chidmnandaduhmayﬁndtherme wes sorolling to try and for more Tikes' %yuslng realistically edited photos. is real time. & photo which includes landmarks in the area,
a‘dopamine rebeass! Scro Ictive and Judging themselves against other users on the app their school uniform, street name, house and even

tagging in the location of the photo uploaded to
Insli ram can expose the child’s location, making it easy
them. If their account is public, anyone can
accwss their account and see their location.

"B HUACKED HASHTAGS %

Hashtags are an integral part of how Instagram works, but
they can come with risks, One person may use a seemingly

Il
can be difficult to Il.qhmnfmdthat ‘something’ Igtl;tthreﬂen their confidence or seff-waorth, In early
they are keoking for, qu h.lr losing track of time as they get 19, ln:rtagum banned images of self-harm and
deeper into their In m feed. the suicide of 14-year-old Molly

Ru:n". whn hnfr-pmllﬂ Iy been looking at such

material on the platform. They since extended the ban
to Include drawings, cartoons and memes.

Direct messages (or DMs) on Instagram allow users to shar

posts, images, videos, voioe messages and calls bﬂmﬁ

- LIVESTREAMI REC
ethharprﬁmhthapﬂmgmup] Ewven if Tﬂ mm i
child’s accouwnt Is set to private, a has the 'm

message thin content Live streaming on Instagram allows users o connect with innocent with one particular thing in mind, and
mmr&m‘;mmmmwwﬁﬁﬁm’ﬂ friends and In real-time and comment on videos before you know it hundreds of people could be using the
thelr by but tha user has to accept i requst to $ee during broadeast. If your child's acr.auntls rivate, only their sarme hashtag for semething ""EPB:-"PM of dangerous
the message. approved followers can see thelr story. portant to note that your child shouldn't
thay may M_a;:-ptmdal'r‘qndrtquntfmmmn-ﬂm
dm‘l kﬁﬁtmthwmuhlm :trl:&lngu
n content
INFLUENCER CULTURE * e which could be re-shared online ryaarsmmm b b

accounts allow any wﬂeuwmwnmrmlﬂ

Influencers are sometimes paid thousands of pounds to blocks followers they don't know. In early Jnn?mqummmnﬂlum'fmtubmum can

by the NSPCC found that sex offenders were mum
on Instagram mone than on any other

& OIS &

:hidrlln watch videos from favourite accounts on the platform or
create thelr own channel and post thelr swn videos. It's
Important to note anyone can create an Instagram TV
channel and doesn't have to be friends with a person to
follow an account and watch their videos. In 2018
and removed some of its TV content

promote a product, service, app and much more on social
media. When celebrities or influencers post such an advert,
thary should add a disclaimer somewhare in the post which
states that they have been paid for it. Commaonly, this is
well-hidden in the hashtags or in the comments of thelr
raaking it unclear that their photo/video Is actually an

Inil.uyurulms for products directly mﬁh redd I e of children.
This be misleading to who! he atured sexually suggestive mage chi . As
m wecr ing Nﬂ:ﬂ!ﬂpﬁ« :E mr:mml‘-enﬂmbg?m mmummayenm?mﬁeﬂ margt:nﬁuslngq;
l:rﬂtl a false sense of neal lhd state that if you are under the age app, it's Important to set t to avold children's s
= u“':;, - "'9 you can only use this feature with the invelvement of a L oreducation being disturbed. ¥
o pamnt or g >

'QO@TQT

for Parents & Carers J @ 9

RESTRICT DIRECT MESSAGES

If yaur child receives a mestage from somebody they do not
know, encourage them not to accept their message request
and block’ this person; this is the only way to stop them
messaging your child again. Children can also “tap and hold”
tha Individual message to report [t directly to Instagram as
well as reporting the account itself,

LOOKOUT FOR#ADS

Ir 2009, the UKS Competition and Markets Autharity
launched an investigation info celebrities who were posting
adwerts on social media and not dedlaring that they were
paid for. Influencers maust clearly state that they have been
paid for their posts, for example using a hashtag like 2ad or
#sponsored. Teach your child to look out for the skgns of a
pald post/advert and discuss with them that not everything
they see from celebrities is their personal choice and
opinken,

Ifyaur child is receiving unwanted or negative comments,
they can block that account so that they can't interact with
them. This stops them seeing and commenting on their
posts, storles and live broadcasts. In additien, your child can
instantly delete unwanted comments from their posts, turn
them nﬁ' completely and control who can tag and mention
them in comments, captions or staries, from everyone, only
people they follow, or no one at all.

MANAGE NEGATIVE INTERACTIONS

MANAGE DIGITALWELLBEING

Instagram now has an in-built activity dashboard that allows
users to moniter and control how much time they spend on
the app. Users can add a‘daily remindar”to set a limit on how
much time they want to spend on Instagram, prompting
them to consider if its been too long. In addition, once users
have caught up with all the previous posts since they last
logged on, theyll receive a'You've completely caught up”
message. Both features can help you have a conversation
with your child about how much time they are spending on
the app and to set healthy time limits.

PROTECT PERSONAL INFORMATION

Your child may unkrowingly give away personal
information on their profile o in their live streams. Talk to
them about what their personal information is and make

sure that they do not $x ose anything, including their
location, to anyone during a livestream, comment, direct
message or any other tool for communication on the
platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any image or vides your child uploads o
Instagram s wisible to anyone. A private scoount means that
wou have to approve a request If somebody wants to follow

you and only people you approve will see your pasts and

videos. Children should also wse a secure password and
enable a two-factor authentication to add an extra layer of
seCurity totheir account.

FILTER INAPPROPRIATE COMMENT‘S

Instagram has an ‘anti-bullying” filter, which hides comments
relating to a person's appearance or character, as well as
threats 1o a person's wellbeing or health. The filter will also
alert Instagram 1o repeated pruhlerr':. 4o that they can take
action against the user if necessary. This ks an automatic filter,
which should always be enabled, Chitdren can also report
abusive behaviour or |n.}ppru|.md'|1.'.'ul‘11.'miw material
directly to Instagram from the app. This inchudes posts,
comments and accounts.

Even though this feature will not stop people from taking
screenshots, it will stop others being able to directly share
photos and videos from a story as a message to another
user. This feature can be turned off in the settings. We alio
recommend turning off the feature which automatically
shares photos and videos from a story 1o a Facebook
aceount.

REMOVE PAYMENT METHODS

I you are happy for your child to have a card asseclated
with their Instagram acoount, W Su gﬂladdrnga PIN
which needs to be entered before maE a payment; this
will also help‘f;rewnt unautherised purchases. This can be

hed in the payment sellings tab.

DON'T FORGET TO BE VIGILANT & TALK TO
YOUR CHILD ABOUT THEIR ONLINE .ﬂ.L—I'WI'I'IESIJ

*NEW FOR 2020* INSTAGRAM REELS

Instagram Reels is the latest update from Instagram that
gives users the ability to recerd and edit 15-second multi-clip
videos with audio, effects, ond new creative tools. it is the
apps answer to TikTok and ean be occessed via the Stores
feature. Reels can be shared with friends and family,
hawever, i your child has a public account, it could be shaned
wider via ‘Explore’ and viewed by millions of strangers enline.

Meet our expert

Parvan Kaur is a social madia expart and

ﬂghitl;:ﬂi :unﬁ!lllﬂltufw Is p’mloﬂa'ln
0] oV eracy for parents

and children, '5“'3- qupaﬂm

working in the social rm:l.lmmdhm
founder of Kids N Clicks, & web resource
“wld. parents and children thrive in a digital
wor
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= B YouTube

by Google - where anyone can upload &
“watch video content. All different types of
information, advice & entertainment are
uploaded & billions of people tunein to
watch, rate & comment on it. As a parent,
W it's important you understand exactly what
content your children might be seeing.

Q = = » A4 2

15 an online platform - owned

OWhat paren(s need to know about

INAPPROPRIATE CONTENT
EASY TO ACCESS

Any child with a Gmail account can sign into
YouTube & access videos, Some content |5
flagged "age-restricted’, but the platform
relies an sell-verifcation, meaning kids can
get around the rules with a fake date of birth.
This could enable access to vulgar, violent &
dangercus videas,

RELATED CONTENT

YouTube will often ‘auto play’

videas based on your child's viewing
habits. The alm Is to show related &
appropriate content. But the problem
I5: it"s possible your child will be
exposed to inappropriate content
that lsn't accurately related,

YOUTUBE SUGGESTS o

National

Online

Safety’
H#WakeUpWednesday

TUBE

USERS CAN PRIVATELY
CONTACT YOUR CHILD

When your child is signed-in to YouTube
with their Grmall accaunt, thera are
varlous ways they can send & recelve
messages. This could be via the
massages lcon, or via the ‘About’ tah.
There is scope here for users who your
child does not know ta make contact,

‘CHALLENGE VIDEOS’
CAN GO TOO FAR

Challenge videas refer to a stunt you're
encouraged to recreata & film. Many
challenge videos can be harmiless & Tor
a good cause, like the lce Bucket
Challenge. But some are dangerous &
even life threatening, such as the Bird
Box Challenge.

o

SHARING VIDEOS RISKS
YOUR CHILD'S PRIVACY

If your child has a Google account, they
can upload their own videos, To da this,
they must create a personal profile page
known as a "YouTube Channel'. The videos
uploaded here can be viewed, commented
on & shared by anyone. This could put your
child’s privacy at risk.,

Mee{ our experf

Pete Badh is a writer with over 10+
years in research and analysis, Working
within a specialist area for West
Yorkihire Palice, Pete has contributed
work which has been plvotal in
successfully winning high profile cases
I court as well as writing as a subject ]
matter expert for industry handbooks.

b
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O Tips To l)r'otec[@)

© Your Ch ld .

APPLY ‘RESTRICTED MODE'

Restricted mode helps to hide any mature or unpleasant videos
from your children. It uses YouTube's own automated system &

looks at what other users flag as inappropriate content. It must
be enabled in the settings menu on each individual device.

CHANGE WHO CAN SEEVIDEOS

You can change who can view your child’s contant in the
settings. Options include Public (available to alll, Private
[only avallable to people you share it with & cannot ba
shared] or Unlisted (avallable to people you share it with
& can be shared further). \"l'

BLOCK CONCERNING USERS

Ta h-nlp protect your child from cyber-bullies, harassment or
tent offensive c nts, you can ‘block’ Individual

u!ll! Doing 2o hides your child's videos from the user &

stops the user baing able contact your child In any way.

CUSTOMISE THEIR EXPERIENCE

Influence & control what your child watches using features
such as Playlists (your videos play continucusly rather than
videos YouTube recommends) & Subscriptions [you choose
channel: your child canwatch). It's alio good to turn off auto
play by toggling the blue button alongside the Up Next’ tithe
when viewing a video.

CREATE A ‘FAMILY’
GOOGLE ACCOUNT

Craate a Google account to be used by
the whole family. This will allow you to
manitor exactly what your child is watching, m
uploading & sharing. Plus, your child's
YouTube page will display thelr recently
watched videos, searches, recommended
videos & suggested channels.

-

GET YOUR OWN ACCOUNT

Craate your own account so you can axplore features yoursalf,
Learn how to flag inappropriate videos, how to moderate
comments & how to block users. This will help you feel more
confident when providing advice & guidance to your children.

BE MINDFUL OF
CYBERBULLYING

Oncae your child has posted a video, a

worldwide audiencs can soe it. Strangers

may choosa to comment on the video, both

positively & negatively. So, be careful to check
commaents & any other interactions your child .a
Is making through the platform.

GET TO KNOW POPULAR
CHANNELS

It's good to know which channels are most popular with your
children. Soma of the most popular channals right now are:
PewDiePie. NigaHiga, Zoella, K51, JennaMarbles, Markiplier,
Smesh, Thatcherlow & Casper Lee.

DONT ASSUME YOUR
CHILDISTOO YOUNG

YouTube and YouTube Kids are quickly becoming
the chosen viewing platforms for children

between the ages of 3-15 & it's likely this trend o
will only Increase. It's also possible children will
bacome familiar with the platform at a younger &
younger age. 5o it's important to understand the
positives & negatives of the platform, e




ASNARCHIAT

snapchat is a photo- and video-sharing app which also allows users to chat with friends via text or audio. Users can
share images and videos with specific friends, or through a ‘story’ (documenting the previous 24 hours) visible to their
entire friend list. Snapchat usage rose during the pandemic, with many young people utilising it to connect with their
peers. The app continues to develop features to engage an even larger audience and emulate current trends, rivalling
platforms such as TikTok and Instagram. 7 0

l‘.-

Connecting with Stranders e

Even if your child only cennects on the app with people they
know, II‘|¢1|r may Still receive frignd r¢qu¢$ls from stmngm.
Snapchot's Inks with apps such as Wink ond Hoop have
increased this possibility. Accepting o request means that
children are then disclosing personal information through
the Story, SnapMop and Spotlight features. This could allow
strangers to gain their trust for sinister purposes. fﬂ

09O

Compulsion and Excessive Use

Many users spend vast amounts of time trying to becorme a
Snap Star, Snapchat is offering a share of 1 million, and the
chance of online farme, to users who create and share the best
videos. Children are therefore becoming obsessed with
producing aoppealing content. The Spotlight feature’s endless
scrofll of videos makes it easy for children o poss hours
watching content, slowly getting addicted to the app.

Inappropriate Content

Some videos and posts on Snapehat ane not sultable for
children, The hashtags used to organise content are
datermined by the poster, o0 an innocent search term could
still yield age-inappropriate results. The app's Discover
function lets users swipe through snippets of news stories and
tranding artickes that often include adult content, Thera is
currently mo way to turn off this feature.

Sexting

Sencting continues 1o be a sk assoclated with Snapehat. The
app's 'disoppearing messoges' feature makes iteasy for yourg
people (teens in particular) to share explicit images on impulze.
‘Whila these pictures do disoppear — and the sender is notified if it
has been screenshotted first — users have found altemative
mathods to save imoges, such as taking pictures with a separate
device.

-

Damage to Confidence -

Snaopchat’s signature filters and lenses are o popular way for users to enhance their ‘selfie game’. Although many ore designed to entertain or amuse, the ‘beoutity’ filkers on photos con set
unrealistic body-imoge expectations and create feelings of inodequocy. Continually comparing themselves unfovourably ogainst other Snapchat users could threaten a child's

f- . -
confidence or sanse of self-worth
e {
e

& (©) Advise for PSS & Glrsrs (O)

Turn off Quick Add + Choose Good Connhections

The Quick Add feature helps people find each other on the app. This function wo sod Snopchat has recently announced that it is rolling out a now safety feature: users will
on mutual friends or whether someone’s number is in your child's contocts list. Explain to receive notifications reminding them of the importance of maintaining connections
your child that this feature could potentially make their profile visible to strangers. We with people they actually know well, as opposed to strangers. This Friend Check up
recommend that your child turns off Quick Add, which can be done in the settings encourages users to delete connections with users they rarely communicate with to
(occessed via the cog icon). maintain thelr online safety ond privocy.

Talk about Sexting Keep Profiles Private

It miary feel like an awkward conversation (ond one that young people can be reluctant to Profiles are private by default, but children may want to make them public to gain more
hawve) but it ks important to talk openly and non-judgementally about sexting, Discuss the followers. You may wish to customise the settings so that your child's Stories can only be
legal implications of sending, receiving or sharing explicit images, as well as the possible viewed by people they know well In real life. In SnaphMaps, enabling ‘Ghost Mode® (ogain
emotional impact. Ermphasize that your child should never feel pressured into sexting = and wu_sem_nga} prevents your child's location being seen; it also nullifies SnapMap ‘status)
that if they recelve unwanted explicit images, they should tell a trusted adult stralght away. which visibly disploys o user's exoct locotion for as long as they stay there.

Be Ready to Block and Report Chat about Content

If o stranger does connect with your child on Snapehat and begins to make them feel Tailk to your child about what is and isn't wise to share on Snapchat (e.g. don't post explicit
uncomifortable through bullying, pressure to send explicit imoges or by sending explicit images or videos, or display identifiable details like their school uniferm). Remind them that
images to them, your child can select the three dots on that person’s profile and choose once somathing is online, the creator loses control over whare it might end up, and who with.
repaort or block. There are options to state why they ane reporting that user (annoying or Additionally, Snapchat’s "Spotlight’ feature has o #tchallenge like TikTok's: it's vital that your
malicious Messoges, spam, or masquarading as someens alse, for g;gm}, child understonds the potentially harmiul consequences of laking part in these challenges.

Meet Our Expert —
Dr Claire Sutherland ks an online safety consultant, educator and researcher who hos

developed and implemented anti-bullying ond cyber sofety policies for schools. She

has written war damic papers and carried out research for the Australian

government companng i t wse and sexting behaviour of young people in the LK,

USA and Australio.
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What Parents & Carers Need to Know about )l

Hoop is a social networking app that syncs with Snapchat to help users build their community of friends. it works along similar principles to Tinder:

swiping left or right will reject or accept potential contacts, making new connections in the process. When two users accept each other, they can then
communicate via Snapchat. Thera is no chat function on Hoop itself: video and audio calls, messaging and image sharing all take place through
Snapchat. When a user adds a new Honpoomuct,u'wwamanhuﬁyﬂmnngﬂmr personal information from Snapchat.
, !ﬁ

No Age Verification I

Grooming Risk ~
In-app Purchases

Potential Compulsive Use

n “H'l",

Visible Location

Possible Data Collection M

o

Talk to your child about the dangers of connecting with strangers online. Encourage
them not to engoge in private messaging with people they don't know — particularty
on Snopchat, o3 automatically disoppearing messoges makes the app difficult for
trusbed adults to monitor. Ask them to think about why they are adding all thesea
connections and whather they g-onuinq!‘y need hundreds of ‘friends’ on Snopchat.

I e 2
Learn How o F :-r.,ﬂ'f_m_n Block Be Wary of uﬁin_-—'r.a
i your child sees or is sent something that makes them feel uncomfortable, Hoop haos a
repaorting and blocking function. When reporting a user, you are asked to provide a
reason whr you are reporting them I:ﬁ;\r nmmpln FIUI:'II"I' or sexual content, hate spunch
or using o foke age or gender). You then get a notification that the other user has baen
reported or blecked.

Adjust Privacy Setlings

Chaeck the privacy settings in place on your child's Snapchat account to make
sure that only their friends or a custom group can see their stories, Snap Mop and
any iImages that they post. You may wish to serously consider going inte

the settings and enabling ‘ghost mode’ to tum off the location services, so

your child’s whereabouts won't be publicly visible to other users.

Limit'Spending Power:

i your child's device Iz linked to a bank card, a PayPal occount of another
form of payrment, ensure that you have either removed this connection or
adjusted the security settings, so that you get notifications of any attempts
to rmake In-opp purchases. Make sure that you have set a password which
has to be entered for a purchase to go aheoad.,

— —

Avoid Over-Sharing E

Talk to your child about what they share enline and who they share it with. Make
them owanre that once sqmmhmg is onling, thén anyone can S@d it, Talk to tham
about what might not be safe to post online (for exampile, things which could give
away their horme address or that of thelr school, explicit photos or thedr current

location). Make sure that they don't share something they will regret later,

el | B

Encoura; SERSiEl Communication

With the amount of time that young people :P-uﬂl:l communicating with others
online, it's vital to ensure that these connections are positive and ﬂwlﬂw ones.
Regularly check which apps your child iz using: if there are any new ones, tallk to

your child about what these apps are and how they work. If you are unsurne
about a new app, you could download it to try yourself ond see if it Is sultable,

N N ional
Meet Our Expert | -. o Ngtlr?e 1
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TikTok is a video-sharing social media app available on iOS and Android which lets users
create, share, and view user created videos much in a similar manner to Facebook, Instagram
and Snapchat. It's main draw, however, is that users can record and upload bite-
looping videos of themselves Ilp-srncln%“and dancing mﬂrhl music or soundbites, often
for comedic effect, which can then be further enhanced with filters, emojis and stickers.
TikTok has been designed with the i:“u'? user in mind and has a very addictive appeal. At
the beginnin 2019its c in popularity to become the iOS store’s most
downloaded app with over 33 million downloads. Estimates suggest that it now has anything
between 500 million and over 1billion monthly active users worldwide.

What parents need fo know abou,

TikTok is very image focused and there is a notable
cool and asttractive.

b
overthy sexually and mmdﬁlpl
of material uploaded to TikTok every z'y. simpossible to moderate
avarything and it can be quite commaon to come across explicit content
on tha Tor you'feed when logging inta the platform.

IN-APP PURCHASES

Asida from the content, there’s also the option to
purchase exitras called ‘TikTok coins’ Prices rangs
from £0.99 for 100 coind to an £93.99 for
10,000 colns. TikTok colns are used to different
emojls to reward content creators that a user finds funny
or antertaining. In the 105 version of the app you can
disable the option to buy TikTok colns but this sadly

© doetn’t seem to be a feature in the Androld version.

National
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Assuming your child Is above the age limit to
usa the app, make dni::unm

Meel our expert,

Pete Badh is a writer with ower 10+ years in research
and analysis. Working within a specialist area for
West Yorkshire Police, Pete has contributed work
which has been pivotal in successfully winning high

profile cases in court as well as writing as a subject
matter expert for industry handbooks.
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ONLINE CONTENT

10 tips to keep your chddren___saFe online

on user-generated content which
adec every day, itcan be difficult

The internet has transformed the ability to access content. Many apps that children use ared.
can encourage freedom of expression, imagination and creativity. However, due to
for platforms to regulate and moderate everything, which means that disturbing or
through the net. That's why we've created this guide to provide parents and

-fv

2\ji Ia,.
\ .

—N : x
MONITOR VIEWING HABITS CHECK ONUNE CONTER |
Understand what's being ed \
Whilst most apps have moderation tools, “%:trs - e Jlfﬁuifrlf CHECK AGE'RAT]NGS
inappropriate content can still slip through n c
the net. Make sure they are old enough to use

the app and meetthe recommended

age-imit.
\

: \ I .'H . . I = . .
- 4 L J — ; ™
4 _.’ /[—:b- ot \
W ..
CHANGE PRIVACY SETTINGS : 4 ‘)

0 How . apps Work

Make accounts private and set d 'EB_U'J] J ul.l LET CHILDREN KNOW YOU'RE THERE
content filters and parental at you atchl

controls where possible. o

Enstrethey Know thattheressupportand
ddViceavailablELoHEM T th ey Neet it

W use thereporting
ENCOURAGE CRITICAL THINKING 15 on social media apps. -
Talk about what people might post . 5 .
online and why some posts could ' IFachild seesdistressingjmaterialoniine
cause distress. listen totheirconcernspempatiisexnd
Offeryeassurances
National _
Online SEEK FURTHER SUPPORT
S Gfety If a child has been aﬁgu!:{ted hy
they've seen online, seek suppor four
HWakeUpWednesdag schools safeguarding lead.
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